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Abstract
Password saver app has been used for storing
and viewing password of wide variety of
accounts. The number of smart phone users
and mobile applications are growing rapidly.
Though smart phones are expected to have
PC-like functionality, hardware resources
such as CPU’s, memory and batteries are still
limited. To solve this resource problem, many
researchers have proposed architectures to
use server resources in the cloud for mobile
devices. Here we propose a conceptual
architecture of Android as a Server Platform,
which enables multiple wuser Android
applications on server via network and
backup and restore approach for mobile
devices, which helps to reduce the effort in
saving and restoring personal data Everyday
data is shared, transmitted, stored for many
purpose like banking, production, research
and development. Hence, security is needed
for storing the confidential data and
Encryption can provide security. This
application allows user to run this application
on android platform to encrypt the file before
it is transmitted over the network.
Keywords-encryption, android platform,
SQL.ite database, data synchronization,
remote server

I. INTRODUCTION

One primary, concern with password
authentication is the cognitive burden of
choosing secure, random passwords across all
the sites that rely on password authentication. A
Password Manager is one of the best ways to
keep track of each unique password or
passphrase that have created for various online
accounts without writing them down on a piece
of paper and risking that others will see them.
The number of smart phones users and mobile

applications are growing rapidly [1]. Though
smart phones are expected to PC-like
functionality, hardware resources such as
CPU’s, memory, and batteries are still limited.
To solve this resource problem, some
researchers have proposed using server
resources in the cloud for smart phones. From
this background, Android as a Server Platform
[5] is proposed that enables many users to use
resources on remote cloud servers. Backup is a
crucial task, since hardware faults and
software or human errors can lead to the loss
of important information. As smart phones
tend to be always connected to the Internet, it
seems natural to move the information online
and to provide backup and restore services
based on the cloud computing paradigm, which
is considered to be more reliable and less
expensive by end users. Due to increasing use
of smart phone, tablet, computer, growth of
internet, information security has become the
most critical problem. An unauthorized person
can read and change the information while
transmission occurs. Hence, protection of these
sensitive data is very important. Encryption
technique is used to protect the sensitive data
from the unauthorized person.

Here, Advanced Encryption Standard algorithm
is used to overcome above problems [2]. AES
algorithm is not only security but also for great
speed. It can be implemented on various
platforms especially in small devices like
mobile phone. It is used for all type of file
encryption such as text, docx, pdf and image
encryption [4]. AES algorithm is used for
encryption and decryption. Apart from this the
password recovery technique is also done in
case if the use forgets the main password while

logging in.
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I.PROBLEM STATEMENT

A problem has arisen where people have many
accounts and they tend to forget the password of
those accounts. Every day hundreds and
thousands of people interact electronically,
whether it is through emails, e-commerce,
etc. through internet. Sending sensitive
messages over the Internet is very dangerous.
If you need to send sensitive messages over
the Internet, you should send it in the
encrypted form.

In the current system configuration, password
will be stored inside the Mobile phone in
SQLite Database [3]. But, with the SQLite
database there are many problems such as
access to the database, security problem,
memory problem, OS support problems come
into picture. The need for storing Information
in remote server exists because even if the
mobile is lost or stolen you can get back all the
passwords stored inside the phone.

111.PROPOSED SYSTEM

Here, proposed conceptual architecture of
Android has a Server Platform, which enables
multiple user Android applications on cloud
server via network and backup and restore
approach for mobile devices, which helps to
reduce the effort in saving and restoring
personal data. Encryption and Decryption
allows user to easily encrypt and decrypt the
passwords.

IV.SYSTEM DESIGN

The system has a client-server architecture with
an Android client, and remote server. The
Android app communicates with the central
server through the Internet. The server handles
functionality for managing and storing data in a
database. The app is developed to run on Android
versions 4.0 or greater as shown in fig.1. The
Activity is the starting point of the app. It is a self
contained process with the possibility to display
a user interface to the user. To access the different
part s of the app, it was decided to use a
navigation drawer.

The app consists of mainly 4 features such as Add
password, View password, Upload and
Download as shown in

Fig.1.Through upload option user can store the
passwords into the remote server. The app is

designed with the ability to synchronize data to
the server. The server is the system backend and
is responsible for permanently storing data and
providing it to the user on demand. User can fetch
the data through Download option.

USER

}

Add View Downloa
Password Password d

SERVER

Fig.1 System Architecture

V. METHODOLOGY
A. To store data in a local database:
Android mobile system consists of SQLite
database, which is concurrent database system.
SQLite database is backend of the mobile
application. Thatis all passwords that are entered
by user are stored in this local database.
Operations like insert, selection of columns,
updating the data are performed on the SQLite
database tables. AIll these operations are
performed to store the passwords by category and
account wise. The data and server information are
stored in the SQLite database to use the stored
information while retrieving the file from the
server.
B. UploadPswd
The data present in the local SQLite database
will be synced with the remote server in order
to perform statistical operations at the server
end, maintain backup of the offline data etc. in
such cases offline data will be synced with
remote server when user explicitly hits
‘Upload’ button when internet connectivity is
available[7] and the data is uploaded into the
server[1].
C. Encrypt and Decrypt
In this class, the selected data is divided into
chunks. Each chunk is encrypted using AES
encryption algorithm. The encrypted chunk is
stored on the distributed file server. Along with
this, the file and server information and
number of chunks are saved on the local SQL.ite
database table of the Android device.Symmetric
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key cryptography is generally used to encrypt
the data having large sizes[2]. In symmetric
cryptography, there is a single key (called secret
key or private key) that is used to encrypt as well
as decrypt the data. The parties that need to
communicate with each other must have same
secret key. Proposed system is performing in the
following procedures: Fig.2.a shows the
encryption and Fig.2.b shows decryption
process of plaintext file. Encryption takes place
at sender side. The input of encryption process
is plaintext file and that of decryption process
is the cipher text file. First, passwords that are
stored in local database are encrypted into
cypher text through AES encryption algorithm
and is stored in the remote server. Whenever the
user demands the data from the server, the
cypher text is decrypted and stored in the local
SQL.ite database.
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Fig.2.a Encryption of passwords Fig.2.b Decryption
of passwords

D. DownloadPswd:

This activity is loaded when the user wants to
download the data from the distributed file
server using the information stored on the
SQLite database. When the user clicks the
“Download” button OTP is generated. A
common technology used for the delivery of
OTPs is text messaging. Because text
messaging is a ubiquitous communication
channel, being directly available in nearly all
mobile handsets After downloading all the file
chunks, the original file is constructed and
stored in the SQL.ite database [1].

VI. EXPERIMENTAL RESULTS
Whenever the user wants to enter the new
passwords, he must enter the category to which it
belongs and as well as its account name as shown
in Fig.3.a. Entered password can be viewed by
selecting view either by Category option or by
Account option as shown in Fig.3.b.

NewPasswordSaver

NewPasswordSaver

category: Select Category:

shop

shop ~

account:
NEXT
Flipkart Select Account:
Flipkart ~

password:
1234*flip VIEW

SAVE 1234%lip

Fig.3.a Add Password Fig.3.b View Password

ViI. CONCLUSION

Here we proposed Android as a server platform
system that enables the use of saving, recovering
and sharing personal information like password
into closed groups of smart phones. We plan to
develop a prototype system about proposed
multitenant Android architecture. We believe
that proposed architecture shows high
performance on  virtual image based
virtualization for mobile applications. It shows
successful implementation of data encryption as
well as decryption. The user experiences faster
file encryption and decryption. This shows that
the AES encryption and decryption algorithm run
faster in android phone. It gives better security of
mobile from unauthorized access. This
application guarantees secure end to end transfer
of data without any corrupt data. In future the
work may be extended by developing a
stronger encryption algorithm with high speed
and less memory usage.
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