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Abstract 
Biometrics, which provides strong user 
authentication, comes with some severe 
drawbacks of lack of privacy protection. 
Therefore, various methods have been 
proposed in literature which add privacy and 
improve security of biometric systems. A 
thorough review of these crypto-biometric 
systems is presented in this paper. The 
crypto-biometric systems are systematically 
classified into various categories on the basis 
of their fundamental way of working. 
Additionally, guidelines are also provided for 
performance evaluation comparison between 
various crypto-biometric systems which 
could be using any underlying biometric 
modality.  
Index Terms: Biometrics, Security and 
Privacy, Template Protection  

I. INTRODUCTION 

  Biometrics is defined as automated recognition 
of individuals based on their behavioral and 
biological characteristics [1]. Figure 1 shows a 
block diagram of a generic biometric system. 
Biometric recognition provides a strong link 
between the user’s identity and the authenticator. 
However, since, the biometric data are 
permanently associated with the user, they 
cannot be replaced in case of a compromise. 
Moreover, there are privacy risks associated 
with the use of biometrics. The biometric data 
stored in various databases can be interlinked to 
steal the private information of the user.  

 
Figure 1 Diagram depicting a generic 

biometric system 
 

Fortunately, there are ways to tackle this 
problem by combining biometrics with 
cryptographic techniques. Cryptography deals 
with protecting information while it is being 
stored or transmitted by means of some user 
defined secrets like passwords. Figure 2 shows a 
generic cryptographic system. These two 
techniques have complementary characteristics 
and can be combined to design better and more 
secure systems. The strong association of 
biometric characteristics with the user’s identity 
can be utilized to provide the trust required in 
cryptography. Moreover, the cryptographic 
techniques can be employed to provide 
protection to the biometric data without 
compromising privacy. 

 
Figure 2 A generic cryptographic system 

II. NEED OF INCORPORATING 

SECURITY AND PRIVACY IN 

BIOMETRIC SYSTEMS 

In spite of providing the advantage of a strong 
link between a person and his identity, biometric 
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systems suffer from some drawbacks [2]. These 
drawbacks are described in the next subsection. 

II.A Problems Associated with Biometrics 
There are two important issues related to 
biometric systems: 
 Non-revocability: The biometric data of a 

person cannot be canceled or replaced. 
Therefore, in case of a compromise, the 
person cannot use the same biometric 
characteristic in that system and possibly in 
all other systems based on the same 
biometric characteristic. This is called 
non-revocability or non-cancelability of 
biometrics.  

 Privacy compromise: Protecting the privacy 
of a user is becoming prominent with an 
increasing use of biometric systems. Three 
types of privacy compromises have been 
defined in [kanade-thesis, kanade-book]: 

o  Biometric data privacy compromise: 
The raw biometric data of the user can 
be recovered from the stored templates. 
The synthesized data can be provided 
to the system to gain access and can 
also reveal some physical conditions. 

o  Information privacy compromise: 
Cross database matching between two 
biometric based systems is possible, 
and thus, the information stored in that 
system can be compromised. 

o  Identity privacy compromise: A person 
can be tracked from one system to 
another by cross-matching his 
templates from the two biometric 
databases. This can be considered as a 
compromise of user’s privacy. 

These drawbacks of biometrics systems have 
motivated the research in the field of privacy 
preserving biometric systems. 

III. GENERAL CLASSIFICATION OF 

PRIVACY PRESERVING 

CRYPTO-BIOMETRIC SYSTEMS 

In this section, a general classification of 
privacy preserving crypto-biometric systems is 
presented. This classification is depicted in Fig. 
3 [2, 3]. 

 

 
Figure 3 Systematic classification of 
crypto-biometric systems 

 
As described earlier, biometrics and 

cryptography have certain limitations. 
Crypto-biometric systems attempt to eliminate 
these limitations by combining the two 
techniques. Based on their application and 
functionality, these systems are classified into 
two main categories as: (a) Protection of 
biometric data, and (b) Obtaining cryptographic 
keys with biometrics [2].  

In the first category, cryptographic techniques, 
such as encryption, hashing, transformation, etc., 
are used to protect the biometric data. The 
outcome of these systems is a one-bit 
verification result similar to the classical 
biometric systems. On the other hand, in the 
systems from the second category, biometric 
data is used to obtain cryptographic keys 
(denoted as crypto-bio keys). The systems in 
these two categories are further divided 
depending on how these techniques are 
combined. 

 
III.A PROTECTION OF BIOMETRIC DATA 
The systems in this category use cryptographic 

techniques to add some of the desired 
characteristics (such as revocability, privacy 
protection, etc.) to biometrics based verification 
systems. 

These systems are divided in two 
subcategories as: (1) systems using classical 
encryption of biometric data, (2) systems 
employing transformation based cancellable 
biometrics [4, 5, 6, 7, 8]. The first solution is a 
simplest one where the biometric template is 
encrypted with a user specific password before 
storing in a database. Before comparison, the 
biometric data is decrypted. The systems in 
second subcategory differ from this in a 
significant way where the comparison is carried 
out in the transformed domain itself. The 
transformation applied to the biometric data in 
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this case is user specific based on a personal 
secret. In this way, revocability is added into the 
biometric system. However, the systems in the 
category ‘Protection of biometric data’ can only 
be used for user authentication and not for 
cryptographic purposes. 

Figure 4 shows generic structures of systems 
in these two subcategories. 
 

 
(a) Classical encryption of biometric data 

 

 
(b) Transformation based cancellable biometrics
Figure 4 Systems providing protection to the 
biometric data 

 
III.B OBTAINING CRYPTOGRAPHIC KEYS 
USING BIOMETRICS 

The second major category in 
crypto-biometric systems is where 
cryptographically usable keys are obtained with 
the help of biometrics. These systems are 
sub-classified in three categories: (a) key 
release, (b) key generation, and (c) key 
regeneration. 

III.B.1 Biometrics based Cryptographic Key 
Release Systems 

The easiest way to integrate biometric systems 
in a cryptographic framework is to store 
cryptographic keys securely and release them 
only after successful biometric verification. This 
type of mechanism is already implemented in 
PCs and smartphones. However, the drawback 
of such systems is that the biometric comparison 
is carried out in the classical way, and therefore, 
inherits most of the drawbacks of the classical 

biometrics based systems. 
 
III.B.2 Biometrics based Cryptographic Key 

Generation 
 From security point of view, a better solution 
than the key release is to generate a stable 
bit-string directly from the biometrics. These 
systems do not need to store the biometric 
template but they only store a verification string 
which is generally a hashed version of the 
biometrically generated key. At the time of 
verification, an attempt is made to obtain the 
cryptographic key which in genuine case should 
match the key generated at the time of 
enrollment. The verification decision is taken 
based on the comparison between the 
verification string only.  

In this way, the system avoids storage of 
biometric data (template) thereby removing 
some of the advantages of the classical biometric 
system.  

 
III.B.3 Biometrics based Cryptographic Key 

Regeneration 
The third sub-category, biometrics based 

cryptographic key regeneration, is the most 
appealing type of systems in which a randomly 
generated key is intrinsically bound to the 
biometric data at the time of enrollment [9, 10, 
11, 12, 13, 14]. The same key is regenerated at 
the time of verification by supplying another 
biometric data of the same user. 

In this type of systems, the stored data does not 
leak any information about the user identity. 
Thus, it provides complete security and privacy 
while providing biometrics based strong user 
authentication. The outcome of the system is a 
long cryptographically secure key which can be 
directly used for cryptographic applications such 
as encryption.  

All these three subcategories for obtaining 
cryptographic keys using biometrics are shown 
in generic form in Fig. 5. 

IV. GENERAL GUIDELINES FOR 

PERFORMANCE EVALUATION AND 

COMPARISON OF CRYPTO-BIOMETRIC 

SYSTEMS 

The crypto-biometric systems when presented 
for performance comparison are found to be 
based on different biometric modalities. 
Therefore, the performance comparison in terms 
of absolute values of False Acceptance Rate 
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(FAR), False Rejection Rate (FRR), and /or 
Equal Error Rate (EER) is irrelevant. Therefore, 
it is customary to compare the performance of 
the crypto-biometric system with the baseline 
biometric system it uses. In this way, one can get 
a fair idea of the effects of the modifications on 
the performance. Moreover, since the 
crypto-biometric systems involve some secret 
parameter (a key, or a password) along with 
biometric data, it is required to know the effect 
of compromise of one of the factors on the 
overall system performance. 

In view of this, it is suggested that the 
experimental performance evaluation of these 
kind of systems should be carried out in 
following scenarios: 

i. Ideal case: No data is compromised, 
ii. Stolen key: the key or transformation 

parameter used along with biometrics 
is compromised. In this case, the 
resilience of the system is tested, 

iii. Stolen biometric: the biometric data of 
the user is stolen. This illustrates the 
security protection added by the 
transformation parameter. 

These systems are supposed to provide 
security and privacy in the biometrics based 
authentication systems. Therefore, theoretical 
security analysis of these systems should also be 
carried out. This analysis would reveal the 
strength of the cryptographic keys generated 
with these systems in attach scenarios. 

 
(a) Cryptographic key release based on biometrics 

 

 
(b) Cryptographic key generation from biometrics 

 

 
(c) Cryptographic key regeneration using biometrics

 
Figure 5 Systems which attempt to obtain 
cryptographic keys with the help of 
biometrics  

V. CONCLUSIONS 

In this paper a thorough review of the 
crypto-biometric systems is presented in a 
systematic way along with their classification. 
Crypto-biometric systems add privacy and 
security to biometrics based authentication 
systems thereby enhancing their reliability and 
increasing their acceptance among wider public, 
especially those against biometrics because of 
privacy threats. Guidelines for experimental 
performance evaluation as well as comparison 
between the crypto-biometric systems are also 
given which could be useful to the researchers to 
carry out further research in this field. 
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